Procedura FortiClient VPN - ANPC (SIIEA)
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Windows

1. Sedescarca FortiClient: https://www.fortinet.com/support/product-downloads#vpn
2. Secreeaza un profil nou efectuand click pe “Configure VPN”

IE] FortiClient - Zero Trust Fabric Agent

File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

3. Sealeg si se completeaza urmatoarele:
VPN: IPsec VPN
Connection Name: ANPC (SIIEA)
Remote Gateway: 213.177.16.141
Authentication Method: “Pre-shared key” si se completeaza cheia privata primita
Authentication (Xauth): Save login

Username: prenume.nume


https://www.fortinet.com/support/product-downloads#vpn

® FortiClient - Zero Trust Fabric Agent

File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

Connection Name |ANPC (SIEA) |
Description | |
Remote Gateway |213.177.16.141 | %

+Add Remote Gateway

Authentication Method | Pre-shared key v|

rerrersrera e rres |

Authentication (XAuth) () Promptonlogin ) Savelogin () Disable

Failover SSLVPN [None] o |
Username | ion.popescu |

= Advanced Settings
4+ VPN Settings

= Phase 1
Encryption Authentication
IKE Propasal AES128 - SHA1 -
Encryption Authentication

oot | som

4. Se extinde “Advanced Settings” apoi “Phase 1” iar la “Local ID” se completeaza: 2025




IE] FortiClient - Zero Trust Fabric Agent
File Help

@ FortiCl

Upgrade to the full version to access additional features and receive technical support.
Username 0N popescy
= Advanced Settings
+ VPN Settings
= Phase 1
IKE Proposal Encryption Authentication
SHAL v
Encryption Authentication
sazse v
DH Group 1 ]2 5 [] 14 ] 15
L] 16 L] 17 L] 18 L] 19 L] 20
[]21
Key Life 85400 e
Local ID
Dead Peer Detection
NAT Traversal
[ Enable Local LAN
+ Phase 2
T

5. Sefinalizeaza configurarea prin click pe “Save”.

in fereastra de mai jos se poate efectua conexiunea prin click pe “Connect” dup4 introducerea
parolei. Dupa cel putin o conexiune cu succes, parola poate fi memorata.



® FortiClient - Zero Trust Fabric Agent

File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Name ANPC (SIIEA) v =
Username ion.popescu
Password | reaseanannd @

6. Exemplu conexiune cu succes:



IE] FortiClient - Zero Trust Fabric Agent
File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

I p— @

VPN Name ANPC (SIIEA)
IP Address 172.156.9.11
Username
Duration 00:00:14
Bytes Received O KB
Bytes Sent 4.16 KB




Android

1. Sedescarca FortiClient VPN din Play Store:
https://play.google.com/store/apps/details?id=com.fortinet.forticlient_vpn&hl=en_US
2. Se acceseaza aplicatia FortiClient VPN si se introduc urmatoarele date:

Input the VPN Name: ANPC (SIIEA)

VPN TYPE: IPsec VPN

(@) FortiClient VPN =

Add VPN

Input the VPN Name

VPN TYPE
SSL VPN

IPsec VPN

Apoi, se confirma cu click pe “Create”

Se acceseaza “Server settings” apoi “Servers” si se introduce: 213.177.16.141

Se acceseaza “Pre-shared key” si se completeaza cheia privata primita

Se acceseaza “Local ID” si se introduce: 2025

Se alege ultima optiune de jos, “Go Back”


https://play.google.com/store/apps/details?id=com.fortinet.forticlient_vpn&hl=en_US

(@) Forticlient VPN

IPsec VPN settings

Tunnel name

Server settings
Remote gateway settings

IPsec phase 1 settings
Encryption and authentication for phase 1

IPsec XAuth settings
XAuth and user settings

IPsec phase 2 settings
Encryption and authentication for phase 2

L

MOGLa® @)

VPN

Configure WiFi

FortiClient Settings

Android Settings

Install FortiClient App

Install FortiToken Mobile App

FortiClient.com

About

Quit

Din meniul din dreapta sus se alege “VPN” pentru intoarcerea la primul meniu.

Apoi, pentru conectare, se face click pe “ANPC (SIIEA)” si pe “Connect” si se introduc numele Tn

format prenume.nume respectiv parola contului.

Login
ANPC (SIIEA)

ion,popescd

(O]

CANCEL LOGIN




Connection request

FortiClient VPN wants to set up a VPN
connection that allows it to monitor network
traffic. Only accept if you trust the source.

© appears at the top of your screen when VPN
is active.

CANCEL 0K

Se confirma cu “OK”
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(@) FortiClient VPN

@ IPsec VPN

ANPC (SIIEA)

Username: lucica.trandafir
Current Session: 0:05

IP Address: 172.16.9.11

La urmatoarea conectare (va puteti deconecta acum), veti avea posibilitatea de memorare a
parolei, bifand optiunea “Save Password” inainte de click pe “Connect”



11:00 B

(@) Forticlient VPN

W @

ANPC (SIIEA)
0 Settings ?

Save Password




